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ABSTRACT
Computernetworksin academicenvironmentscouldhavemanysecUlityproblemsif
thereweren'tenoughprecaution.The sourceof theseproblemsis generallyvulnerabilitiesof
TCP/IP protocolandInternet.Vulnerabilitiescancausethreats.Thesethreatswill beanalyzed
in thisthesis.Therearemanykind of countelmeasuresto preventtheassetsof theacademic
networks.Firewallsarea kind of countermeasureagainsttheseattacks.In this thesis,these
countelmeasureswill be also analyzedand a firewall will be designedand proposedfor
academicenvironmentsagainsthesethreats.
IV
oz
AkademikortamlannbilgisayaraglanlllnbiryokgUvenlikproblemibulunmaktadlr.Bu
problemlergenellikleTCP/IP protokolundanve Intemettenkaynaklanmaktadlr.Bu tezdebu
problemleranalizedileeektir.Akademikortamlannbilgisayaraglanllln degerlinesnelerini
kommakiyin biryoktedbirvardlr.Firewall'lar,bu tehditlerekar~lalmabileeekonlemlerden
biridir.Bu tezdebu onlemleranalizedileeekvebutehditlerekar~lakademikortamauygunbir
firewalltasarlanaeakveonelileeektir.
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Chapter1
INTRODUCTION
1.1Purpose
It cannot be imagined an academicenvironmentwithout information and
communication.Today,Internetis themainsourceof information.Unfortunately,Internet
is basedon TCP/IPv4 protocolsuite.TCP/IPv4 protocolwas originally designedfor
opennessandflexibility,notfor security.AlthoughtheInternetwasoriginallyconceivedof
anddesignedasa researchandeducation etwork,usagepatternshaveradicallychanged.
The Internethas becomea homefor privateand commercialcommunicationbesides
academicenvironment.
In generalInternetattacksbasedon TCP/IPv4 arequick,easy,andhardto detect
andtrace.An intruderdoesnothavetobephysicallypresentocarryouttheattack.In fact,
manyattackscanbe launchedreadilyfromanywherein theworld andthelocationof the
intrudercaneasilybe hidden.Hence,securityrequirementsaremainconsiderationwhile
connectingInternet.
Each sitehasdifferentsecuritylevelandopennessneed.Academicenvironments
alsohavedifferentsecurityneedsfrom a militarysite.Each siteneedsa frameworkfor
makingspecificdecisions,suchaswhichdefensemechanismsto useandhowtoconfigure
servicesandproceduresfor usersandsystemadministratorsto follow. This frameworkis
called"securitypolicy".Organizationsdeterminetheirsecuritypoliciesaccordingto their
needs.
Thereis a generallyacceptedapproachin developinga securitypolicyfor anysite.
Thisincludesthefollowingsteps!:
1. Identifywhatyouaretryingtoprotect.
2. Determinewhatyouaretryingtoprotect.
3. Determinehowlikelythethreatsare.
4. Implementmeasureswhichwill protectyourassetsin acost-effectivemanner.
5. Reviev.Ltheprocesscontinuouslyandmakeimprovementseachtimea weakness,.
is found.
Withoutafundamentallysecureinfrastructure,defendingthenetworkbecomesmore
difficult.Firewall is a securitytoolwhichprotectsystemsandinformationagainstattacks.
It providesa certainlevelof protectionandtheyhelpimplementingsecuritypolicyatthe
networklevel.
1 B. Fraser,"SiteSecurityHandbook"RFC 2196,p.4
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This thesismainlyfocuseson designa firewall for anacademicenvironment.But it
alsohassomeproposalsaboutsitesecUlity.
1.2Scope
The scopeof this thesisis to createa securenetworkfor academicenvironment.
Securenetworkincludesmonitoringand intruderdetectionsystems,firewalls,policies,
hardwarespecificsecurities,cryptographyandnetworkprotocols.All theotherparticipants
of securenetworkexceptfirewalls are beyondthe scopeof this thesis.More secure
networkprotocolthanTCP/IPv4 cansolvemostof thesecUlityproblemsof network.All
theotherprotocolsarealsobeyondof this thesisbecauseTCP/IPv4 is de factostandard
protocol.
1.3Organization
Therestof thisworkis organizedasfoJJows.
• Chapter2 describesbackgroundof networkandInternetsecurity.
• Chapter3 describesfundamentalsof firewalls.
• Chapter4 describeseveralimportanthreatsfornetworksecurity.
• Chapter5discussespreventiontechniquesagainstdescribednetworkthreats.
• Chapter6 discussestheassetsandneedsof academicenvironmentnetwork.
• Chapter7presentsacasestudyfor IYTE.
• Chapter8presentsconclusions.
2
Chapter2
OVERVIEW OF NETWORK AND INTERNET SECURITY
In early times of computers,computers were centralized and managedin data
centers.Computers were kept in locked rooms and links outside a site were unusual.
Computer seClllity threatswere rare, and were basically concernedwith insiders. These
threats were well understood and dealt with using standard techniques: computers
behind locked doors and accounting for all resources. Today, many systems are
connectedto the Internetwhich is a hugenetwork and hasno boundaries.People need
to connect to the Internet to get the information. Information on the Internet can be
accessedfrom anywhere in the world in real time. This is good for the spread of
information, but easyaccessto information brings new risks. The risk is the securityof
information.
2.1BasicSecurityConcepts
Three basic security concepts important to information on the Internet are
confidentiality, integrity, and availability. Concepts relating to the people who use that
informationareauthentication,authorization,andnonrepudiation.
When information is read or copied by someone not authorized to do so, the
result is "loss of confidentiality". Confidentiality is a very importantattributefor some
typesof information suchas military secrets,new productspecifications,etc.
Information can be corruptedwhen it is availableon an insecurenetwork. When
information is modified in unexpectedways, theresult is "loss of integrity". This means
that unauthorized changes are made to information by human enor or intentional
tampering.Integrity is particularly important for air traffic control data, financial data
andetc.
Information can be erased or become inaccessible, resulting in "Joss of
availability". This meansthat people who are authorizedto get infonnation cannot get
what they need. Availability is often the most important attribute in service-oriented
businessesthat dependon information. When a user can't get accessto the network or
specific servicesprovidedon thenetwork, theyexperiencea "denial of service".
To make information availableto thosewho needit and who can be trustedwith
it, organization.suseauthenticationand authorization."Authentication" is proving thata
user is who he or she claims right person by using password, smartcard,fingerprint or
etc. "Authorization" is the act of determiningwhethera particular useror computerhas
theright to do a cel1ainactivity,such as readinga file or running a program.Users must
be authenticated before doing the activity they are authorized to perform.
"Nonrepudiation" means not to be refused authenticationlater. The user cannot later
denythathe or sheperfonnedtheactivity.
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2.2ThreatsAgainstThe NetworkSecurity
A networksecuritythreatis anynetworkrelatedactivitywith negativesecurity
implications.This usuallymeansthattheactivityviolatessecuritypolicy.Threatscome
in all shapesandsizes.Theycancomefrom anywhereon theInternet,althoughsome
attacksmustbelaunchedfromspecificsystemsor networksandsomerequireaccessto
specialaccounts.Themaincauseof thethreatsis vulnerabilitiesof network.Manyearly
networkprotocolssuchas TCP/IP wasdesignedwithoutsecurityin mind.Withouta
fundamentallysecureinfrastructure,networkdefensebecomesmoredifficult.Typesof
threatsareexplainedin subsequentchapters.
2.3SecurityPolicy and Procedures
The mainpurposeof a securitypolicyis to informusers,staffandmanagersof
their obligatoryrequirementsfor protectingtechnologyand informationassets.I It
providesaframeworkformakingspecificdecisions,suchaswhichdefensemechanisms
to use and how to configure services,and is the basis for developingsecure
programminguidelinesandproceduresfor usersandsystemadministratorsto follow.
The successof a securitypolicy needs educatedmanagementgroup, improved
technologicalsupport,andSUPPOlt of users.
2.4SecurityTechnology
A varietyof technologieshavebeendevelopedto helporganizationsecuretheir
systemsandinformationagainstintruders.
2.4.1Firewalls
Intrudersoftenattempto gain accessto networkedsystemsby pretendingto
initiateconnectionsfromtrustedhosts.To countertheseattacksandenforcelimitations
on authorizedconnectionsinto theorganizationsnetwork,it is necessaryto filter all
incomingand outgoingnetworktraffic.The firewall can be thoughtof as a pair of
mechanisms:one which existsto block traffic,andthe otherwhich existsto permit
traffic.2
2.4.2Intrusion DetectionTools
ContilJuousmonitoringof networkactivityis requiredto detectthe intrusion.
Intruderdete~iontool may be installedat strategiclocationsto collect information
continuouslytl1atmayindicatesuspiciousactivity.This informationmaybeusedtofind
outthevulnerabilitieslater.It is possibleto haveautomaticnotificationsalertto the
systemadministratorswhenthetool detectsanomalousactivity.Sophisticatedsystems
maybe block suspectconnections,isolateaffectedsystems,andcollectevidencefor
subsequentanalysis.
I B. Fraser,"SiteSecurityHandbook"RFC 2196,p.8
2 M. Ranum,"InternetFirewallsFrequentlyAskedQuestions",http://www.clark.net/pub/mjr/pubs/fwfaq
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2.4.3SecurityAnalysisTools
It is veryhardto find vulnerabilitiesof networkby handandit is too lateafter
intrusion.A varietyof vulnerabilityidentificationtoolsareavailable.Intrudersalsouse
thesetools to detectthe vulnerabilitiesand thenintrude.These tools are useful in
identifyingweaknessesin systems.
2.4.4Cryptography
One of theprimaryreasonsthatintruderscanbesuccessfulis thatmostof the
informationtheyacquirefroma systemis in a formthattheycanreadandcomprehend.
A well-placednetworksniffereasilyseesmillionsof electronicmessagesthattraverse
theInterneteachday.Intrudersmaymodifyor give theinformationto others,or useit
to launchanattack.Onesolutiontothisproblemis to useof cryptography.
Encryptionis the processof translatinginformationfrom its original form
(plaintext)into an encoded,incomprehensibleform (ciphertext).Decryptionrefersto
theprocessof takingciphertextandtranslatingit backintoplaintext.
2.4.4AuthenticationTools
Intrudersoften install packetsniffersto capturepasswordsas they traverse
networksduringremotelogin processes.Therefore,all passwordsshouldat leastbe
encryptedastheytraversenetworks.One-timepasswordandPublic Key Infrastructure
(PKI) maysolvethisproblem.
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Chapter3
FUNDAMENTALS OF FIREW ALLS
A firewall is a systemor group of systemsthatenforcesan accesscontrol policy
betweenprivatenetwork and public network. The firewall can be thoughtof as a pair of
mechanisms:one which exists to block traffic, and the other which exists to permit
traffic.l Firewall insulates a private network from a public network using carefully
establishedcontrols. For example, an HTTP request for a public Web page will be
permitted,whereasan FTP requestto a host behind the firewall may not be permitted.
Firewalls run a monitoring softwareto detectand drop external attackson the site, and
areneededto protectinternalnetworks.
3.1Firewall Technologies
3.1.1Packetfilters
The packet filter firewall looks through the TCP/IP headerof each packet sent
through it and decides whether to transmit it or not. The entire firewall operation is
focusedon thepacket,particularlyits header,which includes information suchas source
address,destinationaddress,source port, destinationport and direction. The algorithm
is shown in Figure 3.1 andFigure 3.2.
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r
Network table dafincd (or
destination IP address?
1110 1yes
UseCla~ ;~rU:o~llass
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Figure 3.1IncomingPacketFiltering Algorithm2
1 M. Curtin,M. Ranum,"InternetFirewalls:FrequentlyAskedQuestions",
hUp:/www.clark.net!pub/mjI'/pubs/fwfaq
2 D. Safford,D.Schales,D.Hess,"TheTAMU SequrityPackage",USENIX Symposium
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Figure 3.2OutgoingPacketFiltering Algorithm3
In traditionalpacketfiltering, all decisions to denyor allow packetsarebasedon
header information; no application-level information is analyzed. Because of the
simplicity of their core function, packetfilters tend to perform betterthan proxy-based
firewalls. Additionally, becausethey sit on a connection and filter at the packet layer,
theyaremoreoften thannot transparentto end-usersand applications.
One major limitation of packet filters is their inability to understand the
activitiesof an application. As a result, someFIP or UDP query/responseservicesare
difficult to filter. To make the process easier, some firewalls incorporate so-called
"stateful"pa~ketfilters. Stateful filters increasethe intelligence of the filtering process
by enabling~the firewall to associate some new packets with packets that were
previouslysentthroughthefirewall.
3.1.2NetworkAddressTranslation (NAT)
Network Address Translation (NAT) allows a network to use one setof network
addressinternally and anotherset when dealing with externalnetworks. NAT software
works on a router. When an internal machine sends a packet to go outside, NAT
3 D. Safford,D.Schales,D.Hess,"TheTAMU SequrityPackage",USENIX Symposium
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modifies thesourceaddressof thepacketto makethepacket look as if in coming from a
valid address,as shown in Figure 3.3. When an externalmachine sendsa packetto go
inside, NAT modifies the destinationaddressof thepacketto turn theexternallyvisible
addressin to internaladdress.
Server1 I 193.140.250.19--t
-----------1
1
1
I
I
I
-------._--------------
L9~~~I~§J
I
I
I
I
I
I
I
I
I
I
I
10.24.6.13---ri~3.140.250.25r--o-
Network
A~dr~ss
Translation
10.24.9.30
Clienl1
1
~ :
Client 2 I
I
__________________ J
I
I
I
I
I
I
I
I
I
~ J
Figure 3.3NetworkAddressTranslation (NAT)
The main purpose of network address translation is to economically use
addressspace,but it can also havesecurityadvantages.It conceals the configuration of
internalnetwork. Intelfaces of routerson an internal network usually do not need to be
directlyaccessiblefrom outsidetheenterprise.4
3.1.3Proxy filters
Proxy firewalls monitor traffic at theapplication level as shown in Figure 3.4. In
theapplicationproxy environment,a client application first connectsto a processon the
firewall machine that listens for client connections.After connecting to the proxy, the
user is authenticatedto the firewall. Next, the user indicates which server he or she
needs to access. After receiving information about the requested server, the proxy
connectsto the desired remote host and relays the information being sent from the
serverto theClient.At all times,theproxy applicationremainson the link andcan limit,
at the application level, what the client or server is doing. The advantageof proxy"
modelis the lack of IP forwarding.
In essence, the client software views the proxy server as the actual server.
Therefore,all traffic intendedfor theclient goes to the proxy machineratherthan to the
actualserver.By the sametoken,the actualserverviews the proxy serveras the client;
all traffic at theserverappearsto comefrom theproxy server.In this way, theproxy can
4y.Rekhter,"AddressAllocationforPrivateInternets",RFC 1918,p. 2
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protectboth the client and the server by authenticatingthe client, determining if the
client can use the requested service, preventing attacks and prohibiting certain
application-level events (such as FrP PUT or FrP GET). Proxy filters are less
susceptibleto attacksthathide datain legitimatetraffic.
Application proxies can also verify thatthe interactionbetweenclient and server
actuallyconforms to theprotocol in use (i.e., HTTP or FrP). Therefore, proxy filters are
moresecurethanpacketfilters.5
Gateway Conlroler Software
Figure 3.4Proxy Filter
Proxy firewalls tendto have lower performancethan packetfilters, becausethey
are more involved in the connection. Another disadvantageof this scheme is that a
proxy application must be createdfor each networked service (one is used for FrP,
anotherfor Telnet, another for HTTp, and so forth) and proxy firewalls required
modifiedusermethodsor specializedclient applicationsto interactwith theproxy.G
3.1.4Hybrid Firewalls
Packet filters are fast and transparentto users,as opposed to the slower proxies
thatrequiredcustomclient software.Proxy filters are more secureand flexible because
theproxy could check the protocol and verify that every messagecorrespondedto it,
ratherthansimply allowing or denyingpacketsbasedon their port numbers.
HybridJirewalls can do what packetfilters do and proxy filters do. The services
besthandledby packet filters (such as telnet) can be packet-filtered,while those best
handledby proxies (such as FrP) can be proxied.7Current firewalls can do network-
level encryption. Since firewalls control access to the network, they are an obvious
pointto placetheencryptionfunction.
5 Anonymous, "Maximum Security", Macmillan Computer Publishing
G K. Maxon"Application Layer Firewalls vs. Network Layer Firewalls Which Is the Belter Choice?",
http://www.secinf.net/info/fw/firewall.htm
7 E. Skoudis, "Fire in theHole,E. Skoudis", http://www.secinf.net/info/fw/fire.htm
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3.2Firewall Architectures
Firewalls can be configured in a number of different architectures,provided
various levels of securityatdifferentcostsof installationandoperation.
Definitions:
De-Militarized Zone (PerimeterNetwork): De-Militarized Zone (DMZ) is a
network added between a protectednetwork and an extemal network to provide an
additional layerof security.
Bastion Host: Bastion Host is a host system that has been hardenedto resist
attack,and it installedon a network in sucha way that it is expectedto potentiallycome
underattack.Effective bastionhostsare configured very differently from typical hosts.
Each bastion host fulfills a specific role, all unnecessaryservices,protocols, programs,
and network ports are disabled or removed.The specific steps to harden a particular
bastionhost dependupon the intendedrole of that host as well as the operatingsystem
and software that it will be running. All unnecessaryTCP and UDP ports will be
disabled;all non-critical services and daemonswill be removed; as many utiIities and
systemconfiguration tools as is practical will also be removed. All appropriateservice
packs,hot fixes, and patchesshould be installed.Logging of all securityrelatedevents
needto be enabledand stepsneedto be takento ensurethe integrityof the logs so thata
successfulintruderis unableto eraseevidenceof their visit.
3.2.1ScreeningRouter (PacketFilter)
A screeningrouteris a basiccomponentof most firewalls. Typical screening
routershavetheability to block traffic betweennetworksor specific hosts,on an lP port
levelas shown in Figure 3.5. Somefirewalls consistof nothing morethana screening
routerbetweena privatenetworkandtheInternet.Screeningrouterscarrydisadvantages
of packetfilter firewalls.
an
~-oill ~.
tn<
• OJtn ~
tn(l)
u,::l
tn(l)
u,~tno
X ~
Figure 3.5.PacketFilter Firewall
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3.2.2Dual-HomedHost
The simplestfirewall architectureutilizes a dual homedhost. A dual-homedhost
is a computerthathasseparatenetwork connectionsto two networks as shown in Figure
3.6. Any host could act as a routerbetweenthe two networks, but this routing function
is disabledwhen dual-homedhostsare used in firewall architectures.The host isolates
the two networks from each other becausethe routing function is disabled. These
systemscannot communicate with each other directly. A dual homed host can only
provide servicesby proxying them.Dual homed host serve non-secureservicessuch as
WWW, DNS. Anyone can accesstheseservicesfrom outside.
Dual HomedHost
Figure 3.6.Dual HomedHost Firewall
The disadvantageof dual homed host is that managing this machine becomes
verydifficult and in casean intruder penetratesthis machine it could take a lot of time
todiscoverit.8
3.2.3ScreenedHost
As shown in Figure 3.7, the plimary securityis provided by packet filtering and
a bastion host sits on the internal network providing the required application. The
screeningrouter'spacketfiltering rules areconfigured such thatthebastionhost is the
Figure 3.7ScreenHost Firewall
8lBM Corp., "InternetSecurityin theNetworkComputingFramework",IBM Corp.
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only host accessible from the Internet. Connections to the Internet may be routed
through an application proxy on the bastion host, or in some cases, allowed directly
throughthescreeningrouter,dependingon thenetwork securitypolicy.
The a screenedhost architectureadds an additional layer of security to the dual
homedhost architecture,as an intruderhas to first bypassthe screeningrouter,and then
thebastionhost.9But this architectureallows packetsto move from the Internetto the
intemalnetwork.It mayseemmore risky thandual homedhostarchitecture.
3.2.4ScreenedSubnet
Screenedsubnetfirewall architecturecombines bastion hosts and packetfilters
as shown in Figure 3.8. In this casethe subnetworkbetweenthe packetfilters, which is
also known as De-militarized Zone (DMZ), is usedto put bastionhost serversas a site
for applicationservices such as Web server. In this architecture,private network users
can accessInternetand bastion hosts.No one can accessprivate network from Intemet
butanyonecan accesspermittedbastionhostsfrom Intemet.
Bastion Host-A
Figure 3.8ScreenedSubnetFirewall
By their nature, bastion hosts are most vulnerable machines on network.10 In
screenedsubnet architecture, bastion hosts are protected by exterior packet filter.
Another advantagefrom a security point of view is that this architecturecan hide the
intemal network from the non-securenetwork, becauseeach communication between
thetwo netwotksneedsto passthroughtheDMZ. I I"
9 S.McGibbon,"FirewallsandInternetSecurity",http://www.secinf.netJinfo/fw/steph
10 B. Chapman,"BuildingInternetFirewalls",O'Reilly, p. 128
II IBM Corp., "InternetSecurityin theNetworkComputingFramework",IBM Corp.
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Chapter4
THREATS FOR NETWORK SECURITY
Many of the global Internet's securityvulnerabilities are inherentin the original
protocol design. There are no security features built into lPv4 itself, and the few
securityfeaturesthatdo exist in otherTCP/lP protocols areweak. This weaknesscauses
manynetwork securitythreats.
4.1SomeStatisticsAbout SecurityIncidents
Although it is not possible to have a 100% secure network, networks that are
connectedto theInternetarecatTyinggreatrisks and peopledon't makeenougheffort to
getprecautions.Here aresomestatisticsaboutsecurityincidents:
42% of respondentsacknowledgedthat they had experiencedunauthorizeduse
of computer.The distribution of theseattacksis brute force password guessing(13.9%
of attacks)and scanning (15% of attacks)to denial of service (16.2% of attacks)and
datadiddling (15.5% attacks).l
Another survey, which is done by CERT, shows that some software tools are
usedin 18.1% of all reportedincidents.From theserecords, the largestcategoryof tools
was scripts or programs (15.4%). These consisted primarily of Trojan horses (10.5%)
and sniffers (5.7%). The two general categories of toolkits were tools designed to
exploit privileged or root access(1.2%), and scanners(2.6%). 45.3% of the reported
incidents has specific vulnerabilities. The most frequently recorded vulnerability
involved various problems with passwords (21.8%). Most of the password
vulnerabilities were in three categories: password file copying (13.8%), password
cracking (10.4%), and weak passwords(3.6%). The reputation of mail transfer agents
for being "plagued with security problems" was confirmed in the CERT incident
records, which contain numerous references to mail (18.5%). Problems with
implementationof trusted hosts was recorded in a significant number of incidents
(5.8%),as was configuration (5.7%), TFTP (5.5%), NIS (4.0%), FTP (4.0%), and NFS
(3.2%).2
4.2Port Scanning
Port scanning is an attackthat sendsclient requeststo a range of server port
addresseson"a host, with the goal of finding an active port and exploiting a known
vulnerabilityof that service.3Port scanning is quite easy to detect,so intruders use a
numberof methods.For instance,many machines don't log connections until they're
fully made,so an intrudercan sendan initial packet,with a SYN but no ACK, getback
theresponse(anotherSYN if the port is open, a RST if it is not), and then stop there.
I R. Power,"CurrentandFutureDanger", http://www.gocsi.com/crreport.htm
21.Howard," An AnalysisOf SecurityIncidentsOn The Internet",
http://www.cert.org/research/JHThesis/Chapter16.html
3 R. Shirey,"InternetSecurityGlossary",RFC 2828,P.128
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This is oftencalleda SYNscanor a half-openscan.Althoughthiswon'tgetlogged,it
mayhaveotherunfortunateffects.If thescannerfails to sendaRST whenit stops(for
instance,it may end up being a denialof serviceattackagainstthe host or some
intermediatedevicethat'stryingtokeeptrackof openconnections,like afirewall).
Intrudersmayalsosendotherpackets,countinga port as closedif theygeta
RST andopenif theygetno response,or anyothererror.Almost anycombinationof
flagsotherthanSYN byitselfcanbeusedfor thispurpose,althoughthemostcommon
optionsareFIN byitself,all optionson,andall optionsoff.
4.3PacketSniffers
A packetsniffer is a softwareapplicationthatusesa networkadaptercardto
captureall networkpacketsthataresentacrossa particularcollisiondomain.Sniffers
areusedlegitimatelyin networkstodayto aid in troubleshootingandtrafficanalysis.
However,becauseseveralnetworkapplicationssenddatain clear text (telnet,FTP,
SMTP, POP3, andetc.),a packetsniffercan providemeaningfuland oftensensitive
information,suchasusernamesandpasswords.
Sniffing is a passivesecurityattackin which a machineseparatefrom the
intended estinationreadsdataon a network.Passivesecurityattacksarethosethatdo
notalterthenormalflow of dataonacommunicationlink or injectdataintothelink.4
Anotherproblemwith acquiringusernamesandpasswordsis thatusersoften
reusetheirloginnamesandpasswordsacrossmultipleapplicationsandsystems.In fact,
manyusersemploya singlepasswordfor accessto all accountsandapplications.If an
applicationis runin client-servermodeandauthenticationi formationis sentacrossthe
networkin cleartext,thenit is likely thatthissameauthenticationinformationcanbe
usedtogainaccesstoothercorporateorexternalresources.
4.4IP Spoofing
An IP spoofingattackoccurswhenanintruderinsideor outsidea networkacts
tobeatrustedcomputer.The intrudereitherusesanIP addressthatis withintherange
of trustedIP addressesfor a networkor anauthorizedexternalIP addressthatis trusted
andtowhichaccessis providedto specifiedresourceson anetwork.IP spoofingattacks
areoftena launchpointfor otherattacks.Intrudercando DoS attackwhich is using
spoofedsourc~_addressestohidehisorheridentity.
Normally,an IP spoofingattackis limitedto theinjectionof maliciousdataor
commandsinto an existingstreamof datathatis,passedbetweena clientandserver
applicationor a peer-to-peernetwork connection. To enable bi-directional
communication,theintrudermustchangeall routingtablesto pointto thespoofedIP
address.An evensimplermethodfor spoofinga clientis to waituntiltheclientsystem
4 D.Atkins,P. Buis, "InternetSecurityProfessionalReference",New Riders
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is turnedoff and thenimpersonatethe client'ssystem.5Anotherapproachintruders
sometimestake is to simply not worry about receiving any responsefrom the
applications.If an intrudertriesto obtaina sensitivefile from a system,application
responsesareunimportant.If anintrudermanagesto changetheroutingtablesto point
to the spoofedIF address,the intrudercan receiveall the networkpacketsthatare
addressedtothespoofedaddressandreplyjust asanytrustedusercan.
4.5Denialof Service
Denialof service(DoS) attacksarealsoamongthemostdifficult to completely
eliminate.DoS attacksaredifferentfrommostotherattacksbecausetheyaregenerally
nottargetedatgainingaccessto privatenetworkor theinformationonprivatenetwork.
Theseattacksfocusonmakinga serviceunavailablefor normaluse,whichis typically
accomplishedby exhaustingsomeresourcelimitationon the network:or within an
operatingsystemor application.Thecrudestandeasiestformtotrytofill upsomeone's
disk,bymailingorusingFTP tosendafewhundredmegabytes.6
Wheninvolvingspecificnetworkserverapplications,suchasaWebserveroran
FIP server,theseattackscan focuson acquiringand keepingopenall theavailable
connectionsupportedbythatserver,effectivelylockingoutvalidusersof theserveror
service.DoS attackscanalsobeimplementedusingcommonInternetprotocols,suchas
TCP and InternetControl MessageProtocol (ICMP). Most DoS attacksexploit a
weaknessin theoverallarchitectureof thesystembeingattackedratherthana software
bugorsecurityhole.
Therearemanykindof DoS attacks.Theseattacksincludethefollowings:
4.5.1TCP SYN Flood
Whena clientattemptsto establishaTCP connectionto a server,theclientand
serverexchangea setsequenceof messages.This connectiontechniqueappliesto all
TCP connections--telnet,Web,email,etc.The clientsystembeginsby sendinga SYN
messageto the server.The serverthenacknowledgesthe SYN messageby sending
SYN-ACK messageto theclient.Theclientthenfinishesestablishingtheconnectionby
respondingwithanACK message.Theconnectionbetweentheclientandtheserveris
thenopen,andtheservice-specificdatacanbe exchangedbetweentheclientandthe
server.
The pertentialfor misusearisesatthepointwheretheserversystemhassentan
acknowledgment(SYN-ACK) backtoclientbuthasnotyetreceivedtheACK message.
Thisis half-openconnection.The serverhasbuiltin itssystemmemorya datastructure
describingall wantedconnections.This datastructurehaslimitedsize,andit canbe
madeto overflowby intentionallycreatingtoo manyhalf-openconnections.In most
cases,thevictimof suchanattackwill havedifficultyin acceptinganynewincoming
51.Wack,"KeepingYour SiteComfortablySecure:An IntroductiontotheInternetandInternetSecurity
",NITS SpecialPublications,800-10
6 W. Cheswick,S. Bellovin,"FirewallsandInternetSecurity",Addison-Wesley,p. 165
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networkconnection.At theend,thesystemmayexhaustmemory,crash,or berendered
otherwiseinoperative.
Creatinghalf-openconnectionsis easilyaccomplishedwith IF spoofing.The
attackingsystemsendsSYN messagesto theserver;theseappearto belegitimatebutin
factreferencea clientthatis unabletorespondto theSYN-ACK messages.This means
thatthefinalACK messagewill neverbesenttotheserver.
4.5.2Ping of Death
The TCP/IP specificationallows for a maximumpacketsize of up to 65536
bytes,containinga minimumof 20 bytesof IF headerinformationandzeroor more
bytesof optionalinformation,with therestof thepacketbeingdata.It is knownthat
somesystemswill react in an unpredictablefashion when receivingoversizedIF
packets.This causescrashing,andrebooting.
InternetControl MessageProtocol (ICMP) packetsissued via the "ping"
commandhavebeenusedtotriggerthisbehavior.ICMP is a subsetof theTCP/IP suite
of protocolsthattransmitserrorandcontrolmessagesbetweensystems.Two specific
instancesof theICMP aretheICMP ECHO_REQUEST andICMP ECHO_RESPONSE
datagrams.Thesetwo instancescan be usedby a local host to determinewhethera
remotesystemis reachableviathenetwork;thisis commonlyachievedusingthe"ping"
command.
4.5.3SrnurfAttack
Smurf is a DoS attacktechniquethattakesadvantageof theICMP. Smurf is
installedon a computerusinga stolenaccount,andthencontinuously"pings"oneor
more networksof computersusing a forged sourceaddress.This causesall the
computerstorespondtoadifferentcomputerthanactuallysentthepacket.
4.5.4UDP Port Denial-of-ServiceAttack
Whena connectionis establishedbetweentwocomputersby UDP service,each
of which producesoutput,thesetwo servicescan producea very high numberof
packetsthatcan leadto a denialof serviceon the machineswheretheservicesare
offered.Anyonewith networkconnectivitycanlaunchan attack;no accountaccessis
needed.
4.5.5Email B'Qrnbingand Sparnming
Email bombing/spammingis characterizedrepeatedlysendinganidenticalemail
messageto hundredsor thousandsof users.It refersto sendingemail.Email spamming
canbemadeworseif recipientsreplyto theemail.It mayalsooccurinnocently.Email
bombing/spammingmaybecombinedwith email"spoofing",makingit moredifficult
todeterminewhomtheemailis actuallycomingfrom.
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4.6PasswordAttacks
Intruderscan implementpasswordattacksusing severaldifferentmethods,
includingbrute-forceattacks,Trojanhorseprograms,IF spoofing,andpacketsniffers.
Although packetsniffersand IF spoofingcan yield user accountsand passwords,
passwordattacksusuallyreferto repeatedattemptsto identifya useraccountand/or
password.Theserepeatedattemptsarecalledbrute-forceattacks.Often,a brute-force
attackis performedusinga programthatrunsacrossthenetworkandattemptsto log in
toasharedresource,suchasaserver.
4.7Man in theMiddle Attacks
A man-in-the-middleattackrequiresthatthe intruderhaveaccessto network
packetsthatcomeacrossa network.An exampleof such a configurationcould be
someonewhohasaccessto all networkpacketstransferredbetweentwonetworks.Such
attacksareoftenimplementedusingnetworkpacketsniffersandroutingandtransport
protocols.The possibleusesof suchattacksaretheftof information,hijackingof an
ongoingsessionto gainaccessto privatenetworkresources,trafficanalysisto delive
informationabouta networkandits users,denialof service,corruptionof transmitted
data,andintroductionof newinformationintonetworksessions.Theseattackstendto
be problemsonly if one of the involving siteshashostileuserswho havephysical
accesstothenetwork.?
4.8Hijacking
Hijacking attacksallow an intruderto take over an open terminalor login
sessionfroma userwhohasbeenauthenticatedandauthorizedbythesystem.Hijacking
attacksgenerallytakeplaceona remotecomputer,althoughit is sometimespossibleto
hijacka connectionfrom a computeron theroutebetweentheremotecomputerand
localcomputer.Hijackinga connectioninvolvespredictingthenextpacketin a TCP
communicationsessionbetweentwo other partiesand replacingit with internal
networkpacket.For example,hijackingcould be used by an intruderto insert a
commandintoaTelnetsession.To hijacksuccessfully,anintrudermusteithermakean
educatedguessabouttheTCP sequenceinformation,or be ableto sniff thepacket.
Hijackingis a threatbecausetheintrudercanwaitfor usersto authenticatethemselves,
and then the intrudercan take over the authenticatedconnection.Hijacking of a
connectioncqnhappenno matterhow strongtheauthenticationrequiredto startthe
connection. -
..
4.9PredictingTCP Initial sequencenumbers
The sequencenumberis usedto acknowledgereceiptof data.At thebeginning
of aTCP connection,theclientsendsaTCP packetwithaninitialsequencenumber,but
no acknowledgment.If thereis a serverapplicationrunningat the otherendof the
connection,theserversendsbacka TCP packetwith its own initial sequencenumber,
7 B. Chapman,"BuildingInternetFirewalls",O'Reilly, p. 185
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andanacknowledgment:heinitial sequencenumberfromtheclient'spacketplusone.
When the client system receives this packet, it must send back its own
acknowledgment:heserver'sinitial sequencenumberplus one.And TCP connection
continues.
Theoretically,it can't be spoof anyprotocolbaseduponTCP connections.
This is becauseboth sidesof a TCP connectionchoosetheir own Initial Sequence
Number.In theory,thisis acompletelyrandomnumberthatcannotbeguessed.In some
weakTCPIIP implementations,it cansometimesbeeasilyguessed.
Whentheintruderhastheinitialsequencenumberof theconnection,thenext
andfinal stepis to estimatehow muchTCPIIP datahasbeensentto thereceiver.This
estimateaddedtotheinitialsequencenumberestimatesthecun"entsequencenumber.
4.10ReplayAttack
An intruderwhocan'ttakeoveraconnectionorchangeaconnectionmaystill be
ableto do damagesimplyby savingup informationthathasgonepastandsendingit
again.We'vealreadydiscussedonevariationof thisattack,involvingpasswords.
There are two kinds of replays,one has certainpiecesof information(for
instance,thepasswordattacks),andtheothersimplyresendstheentirepacketwhichis
sentbeforefrominternal.If encryptionis madein session,it'spossibleto reuseapacket
withoutknowingwhat'sin it.
4.11Application Layer Attacks
Applicationlayerattackscanbe implementedusingseveraldifferentmethods.
Oneof themostcommonmethodsis exploitingwell-knownweaknessesin software
thatarecommonlyfoundon servers,suchassendmail,HTIP, andFrP. By exploiting
theseweaknesses,intruderscangainaccessto a computerwith thepermissionsof the
accountrunningthe application,which is usuallya privilegedsystem-levelaccount.
These applicationlayer attacksare often widely publicized in an effort to allow
administratorstorectifytheproblemwithapatch.
The primaryproblemwith application-layerattacksis thattheyoftenuseports
thatare allowed througha firewall. For example,an intruderexecutinga known
vulnerability?gainsta Web serveroftenusesTCP port 80 in theattack.Becausethe
Webserverservespagesto users,a firewallneedsto allowaccesson thatport.From a'"
firewall'sperspective,it is merelystandardport80traffic.
4.12NetworkScanners
NetworkScannersreferstotheoverallactof learninginformationabouta target
networkby using publicly availableinformationand applications.When intruders
attemptto penetratea particularnetwork,theyoftenneedto learnasmuchinformation
aspossibleaboutthenetworkbeforelaunchingattacks.This cantaketheformof DNS
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queries,ping sweeps,andportscans.DNS queriescan getsuchinformationas who
ownsa particulardomainandwhataddresseshavebeenassignedto thatdomain.Ping
sweepsof theaddressesrevealedby theDNS queriescanpresenta pictureof theactive
host.After suchalist is generated,port-scanningtoolscancyclethroughall well-known
portsto providea completelist of all servicesrunningon thehostsdiscoveredby the
pingsweep.At theend,theintrudercanexaminethecharacteristicsof theapplications
arerunningonthehosts.This informationcanbeusedattacklater.
4.13DNS SecurityProblems
DomainNameSystem(DNS) is thewaythatInternetdomainnamesarelocated
andtranslatedintoInternetProtocol(IP) addresses.Becausemaintaininga centralistof
domainname/IPaddresscorrespondenceswould be impractical,the lists of domain
namesand IP addressesare distributedthroughoutthe Internetin a hierarchyof
authority.Whena DNS machineis compromised,thismachinehasbeena victimof a
spoofing.All privateconnectionsof theSecretServiceswerere-routedto anintruder's
homeserver.
4.14Trust Exploitation
Trust exploitationrefersto an attackwherean individualtakesadvantageof a
trustrelationshipwithin a network.DNS, SMTP, andHTTP serversareplacesin the
samenetworksegments,sothatcompromiseof onesystemcanleadto thecompromise
of other systems.Becausethey might trust other systemsattachedto their same
network.Anotherexampleis a systemon theoutsideof a firewall thathas a trust
relationshipwith a systemon the inside of a firewall. When the outsidesystemis
compromised,it canleveragethattrustrelationshiptoattacktheinsidenetwork.
4.14Port Redirection
Port Redirectionattacksare a type of trust exploitationattackthat uses a
compromisedhostto passtrafficthrougha firewallthatwouldotherwisebedropped.
Thehoston theoutsidecanreachthehoston thepublicservicessegment,butnot the
hoston theinside.The hoston thepublicservicessegmentcanreachthehoston both
theoutsideandthe inside.If intruderswereableto compromisethepublic services
segmenthost,theycouldinstallsoftwaretoredirecttrafficfromtheoutsidehostdirectly
totheinsidehost.Thoughneithercommunicationviolatestherulesimplementedin the
firewall,theo_utsidehosthasnow achievedconnectivity to theinsidehostthroughthe
portredirectiOiiprocessonthepublicserviceshost.
4.15UnauthorizedAccess
While not a specifictypeof attack,unauthorizedaccessattacksreferto the
majorityof attacksexecutedin networkstoday.In orderfor someoneto brute-forcea
telnetlogin,theymustfirst getthetelnetprompton a systemUpon connectionto the
telnetport,a messagemightindicate:"authorizationrequiredto usethis resource."If
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the intrudercontinuesto attemptaccess,his actionsbecome"unauthorized".These
kindsof attackscanbeinitiatedbothontheoutsideandinsideof anetwork.
4.16Virus and Trojan HorseApplications
The primaryvulnerabilitiesfor end-userworkstationsare virusesand Trojan
horseattacks.Virusesreferto malicioussoftwarethatis attachedto anotherprogramto
executeaparticularunwantedfunctiononauser'sworkstation.
Attachments,or HTML files maycontainmaliciouscodein the form of CGI
script,Java,JavaScript,VBScript,or ActiveX controls.A Trojanhorseis differentonly
in thattheentireapplicationwaswrittento look like somethingelse,whenin factit is
anattacktool.An exampleof aTrojanhorseis a softwareapplicationthatrunsasimple
gameon theuser'sworkstation.While theuseris occupiedwith thegame,theTrojan
horsemailsacopyof itselftoeveryuserin theuser'saddressbook.Thenotherusersget
thegameandplayit, thusspreadingtheTrojanhorse.
4.17RemoteProcedureCall (RPC)
RPC is generallyusedin SUN system.The problemis thata numberof RPC
servicesareverydifficult to filter effectivelybecausetheassociatedserverslisten at
portsthatare assignedrandomlyat systemstartup.A serviceknown as portmapper
mapsinitialcallsto RPC servicesto theassignedservicenumbers,butthereis nosuch
equivalentfor a packetfilteringrouter.Sincetheroutercannotbetold whichportsthe
servicesresideat,it isn'tpossibleto blockcompletelytheseservicesunlessoneblocks
all UDP packets(RPC servicesmostlyuseUDP). Blockingall UDP wouldbeproblems
for it alsoblockspotentiallynecessaryservices uchasDNS.
4.18Insiders
71% of incidentswhichis reportedareinsiderattacks8.Insidersmaydo attacks
intentionallyor accidentally.One-studyestimatesthat55 % of all securityincidents
actuallyresultfrom naiveor untrainedusersdoing thingstheyshouldn't.9Denial of
serviceincidents,for example,runninganexecutablefile, which is, attachedanemail
maycausesendingthisfile toallmailaddresses.If insecuremodemsarelocatedin local
networkdepartmentbehindthefirewall,thisis apotentialhole.
8 R. Pethia,"InternetSecurityTrends",http://www.cert.org/presentJinternet-security-trends/tsld008.htm
9 R. Power,"CurrentandFutureDanger", http://www.gocsi.comlcrreport.htm
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Chapter5
COUNTERMEASURES AGAINST THREATS
In previouschapter,possiblethreatsaredescribed.Securitymeasuresareneeded
to reducerisks againstthesethreats.This chapteraims to desclibehow prevention
methodscanbeusedfor eachdefinedthreat,andafterwardsa decisionwill bederived
fromthepreventionmethod.Later,thesedecisionswill beusedfor buildingrulesetof
firewall.
5.1Port Scanning
Packetfilter Firewalls aregood defenseagainstport scanners.They haveto
blockunassignedporttraffic(traffictoportswithunassignedservices).
DECISION: Block unassignedporttraffics.
5.2PacketSniffers
Thethreatof packetsnifferscanbeminimizedin severalways:
Using strongauthenticationis a first optionfor defenseagainstpacketsniffers.
Strongauthentication(like one-time-passwords)canbebroadlydefinedasa methodof
authenticatingusersthatcannoteasilybeexploit.
DECISION: Usestrongauthenticationmechanism.
Anothermethodtocountertheuseof packetsniffersin privateenvironmentis to
deploya switchedinfrastructure.For exampleif anentireuniversitydeploysswitched
Ethernet,intruderscanonlygainaccessto thetrafficthatflows on thespecificportto
whichtheyconnect.A switchedinfrastructureobviouslydoesnoteliminatethethreatof
packetsniffers,butit cangreatlyreducetheireffectiveness.
DECISION: Useswitchedinfrastructureif possible.
The mosteffectivemethodfor counteringpacketsniffersdoesnot preventor
detectpacketsniffers,butratherrendersthemirrelevant.If a communicationchannelis
cryptographicallysecure,the only dataa packetsniffer will detectis ciphertext (a
seeminglyra~domstringof bits)andnottheoriginalmessage.
DECISION: Usecryptographicallysecurechannel.
5.3IP Spoofing
The threatof IF spoofingcanbereduced,butnoteliminated.The mostcommon
methodfor preventingIF spoofingis toproperlyconfigureaccesscontrol.To reducethe
effectivenessof IF spoofing,accesscontrolconfigurationmustbe doneto denyany
trafficfrom theexternalnetworkthathasa sourceaddressthatshouldresideon the
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internalnetwork.Note that this only helpspreventspoofingattacksif the internal
addressesarethe only trustedaddresses.If someexternaladdressesare trusted,this
methodis noteffective.
DECISION: If thesourceaddressof theincomingpacketis anaddresswhichis
belongstotheinternaladdress,blockthisdatagram.
Network users can also be preventedfrom spoofing other networksby
preventinganyoutboundtrafficonprivatenetworkthatdoesnothavea sourceaddress
in organization'sown IP range.The belongedISP can also implementthis typeof
filtering,which is referredin RFC 2827filtering.This filteringdeniesanytrafficthat
doesnothavethesourceaddressthatwasexpectedonaparticularinterfaceasshownin
Figure5.1.
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router 1
/
/
/
204.69.207.0/24
ISP <----- ISP <---- ISP <--- ISP <-- router <--
intruder
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/
/
/
router 3
/
12.0.0.0/8
C D 2
The ingressfilteron"router2" abovewouldcheck:
IF packet'sourceaddressfromwithin204.69.207.0/24
THEN forwardasappropriate
IF packet'sourceaddressis anythingelse
THEN denypacket
Figure 5.1 RFC 2827 filtering!.
DECISION: AdviceISP touseRFC 2827filtering.
"
DECISION: Use Network AddressTranslation(NAT) and NAT reservedIP
addressesfor internalnetwork.
DECISION: Don't letIP addresseswhicharereservedforNAT gooutandin.
'P. Ferguson,D. Senie,"NetworkIngressFiltering",RFC 2827,p.4
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Themosteffectivemethodfordecreasingthethreatof IP spoofingis thesameas
the most effective methodfor decreasingthe threatof packet sniffers: namely
eliminatingits effectiveness.IP spoofingcanfunctioncorrectlyonlywhendevicesuse
IP address-basedauthentication.Therefore,if additionalauthenticationmethodsare
used,IP spoofingattacksareirrelevant.Cryptographicauthenticationis thebestformof
additionalauthentication,butwhenthatis notpossible,strongtwo-factorauthentication
usingOneTimePassword(OTP) canalsobeeffective.
DECISION: Usecryptographicauthentication.
5.4Denialof Service
Denialof service(DoS) attacksarealsoamongthemostdifficult to completely
eliminate.Aggressivefilteringcando a lot to protectprivatenetwork;butthereareno
absoluteguarantees;it canbe veryhardto tell differencebetweengenuinemessages,
ordinaryfailures,andenemyactions.2
5.4.1TCP SYN Flood
With thecurrentIP protocoltechnology,it is impossibleto eliminateIP-spoofed
packets.However,it is possibletoreducethenumberof IP-spoofedpacketsenteringin
andexitingoutfromprivatenetwork.
Currently,thebestmethodis to installa firewall thatrestrictstheinputto the
externalinterfaceof networkbynotallowinga packetthroughif it hasa sourceaddress
frominternalnetwork.In addition,outgoingpacketsthathavea sourceaddressdifferent
from the internalnetworkcauseIP spoofingattackfrom originatingfrom internal
network.ThesepacketshouldbefilteredtopreventasourceIP spoofingattack
The combinationof thesetwo filters would preventoutsideintrudersfrom
sendinginternalnetworkpacketspretendingto be frominternalnetwork.It wouldalso
preventpacketsoriginatingwithininternalnetworkfrompretendingto befromoutside
internalnetwork.
DECISION: Checksourceaddressfor goingoutpacketssourceaddressesand
blockpacketswhichdon'tbelongto internalnetwork.
The lsmg-termsolutionto this is thatadaptingTCP algorithmsin thekernelto
recognize attacks, possible reduce timeouts based on network speed etc.
ManynewertlrewallsprovideprotectionagainstSYN flooding.3
DECISION: UseSYN floodresistantfirewall.
2 W. Cheswick,S. Bellovin,"FirewallsandInternetSecurity",Addison-Wesley,p. 166
3 S. Boran,"IT SecurityCookbook'',http://secinf.net/info/misclboranlFirewallsSecuringexternalNetwork
connections.htm
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5.4.2Ping of Death
The bestwayto preventPing of Deathis to patchoperatingsystemto a version
thatis not susceptible.The kernelwill no longerattemptto reassemblepacketsthat
exceedthemaximumlength.
DECISION: UseOS patchwhichis strongtothepingof death.
There is an effectively way to block the attackat firewall level. Firewall
assembleseveryfragmentedIP packetandcheckif it's too long beforepassingthe
fragmentsontothedestinationmachine.ButhiscanbetimeandCPU consurning.4
The othersolutiontoblockpingof deathis to dropfragmentedpackets.Because
fragmentationis almostneverneeded.MostcommunicationrunsoverTCP, whichdoes
its own segmentationwhichis moreefficient.Therefore,if theeareanyfragmentation
oninternalnetwork,it shouldbeexaminedcloselytoseeif it indicatesanattack.5
A commonquestionis which ICMP traffic shouldbe filteredby a firewall.
ICMP consistsof controlmessages,someof whichareneeded,othersaredesirable,and
still otherscanbeusedtocauseproblemsoninternalnetwork.
DECISION: Block fragmentedpackets.
5.4.3Smurf Attack
One solutionto preventnetworkfrom beingusedas an intermediaryin this
attackis to disableIP-directedbroadcastsat router.In almostall cases,IP-directed
broadcastfunctionalityis notneeded.
Network serviceprovidersand corporatenetwork operatorsare urged to
ensuretheir networksare not susceptibleto directedbroadcastpacketsoriginating
outsidetheirnetworks.6
DECISION: Block IP-broadcastpackets.
5.4.4UDP Port Denial-of-ServiceAttack
This attackis mostreadilyexploitedusingtheechoservices.It isn't necessary
for outsidetraffic.To protectagainstsimilarattacksagainstotherservices,disablingall
unusedUD~serviceson hostsandblockingat firewallsall UDP portslessthan900
'"
withtheexceptionof specificservicesthatis required,suchasDNS.
DECISION: Disableechoserviceson thehostandfilterthematthefirewallor
Internetgateway.
4 W. Sonnenreich,T. Yates,"BuildingLinux andOpenBSDFirewalls",Wiley,p.26
5 R. Graham,"HackingLexicon",http://www.robertgraham.com/pubs/hacking-dict.html
6 D. Senie,"ChangingtheDefaultfor DirectedBroadcastsin Routers",RFC 1812,p. 2
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5.4.5Email BombingandSpamming
There is no way to preventemail bombing or spamming7 (other than
disconnectingfromtheInternet),andit is impossibleto predicttheoriginof thenext
attack.It is trivial to obtainaccessto largemailinglists or informationresourcesthat
containlargevolumesof emailaddressesthatwill providedestinationemailaddresses
for thespam.Aftermonitoringthesourceof theemailbomb/spam,it canbeconfigured
firewalltopreventincomingpacketsfromthataddress.
DECISION: UseIntruderDetectionSystem.
5.5PasswordAttacks
Passwordattackscanbeeasilyeliminatedbynotrelyingonplain-textpasswords
in thefirst place.Using One Time Passwordand/orcryptographicauthenticationcan
virtuallyeliminatethe threatof passwordattacks.Unfortunately,not all applications,
hosts,anddevicessupportheseauthenticationmethods.Whenstandardpasswordsare
used,it is importanto chooseapasswordthatis difficultto guess.The bestpasswords
are randomlygeneratedbut are very difficult to remember,often leadingusersto
writingwritetheirpasswordsdown.
DECISION: UseOneTimePasswordand/orcryptographicauthentication.
5.6Man-in-the-Middle Attacks
Man-in-the-middleattackscanbe effectivelyreducedonly throughtheuseof
cryptography.If someonehijacks datain the middle of a cryptographicallyprivate
session,all theintruderwill seeis ciphertextandnottheoriginalmessage.Notethatif
an intrudercanlearninformationaboutthecryptographicsession(suchas thesession
key)man-in-the-middleattacksarestillpossible.
DECISION: Usecryptographicsession.
5.7Hijacking
Hijacking by intermediatesites can be avoided using end-to-endintegrity
protection.If end-to-endintegrityprotectionis used,intermediatesiteswill notbeable
to insertauthenticpacketsintothedatastream(becausetheydon'tknowtheappropriate
key and the'yacketswill be rejected)andthereforewon'tbe ableto hijack sessions
traversingthsm.
DECISION: Useend-to-endintegrityprotection
7 M. Goncalves,"FirewallsComplete",McGraw-Hili Companies
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5.8PredictingTCP Initial sequencenumbers
The only way to deal with this threatcompletelywith currentstandardized
technologyis to use a combinationapproach.Initial sequencenumbersmust be
unpredictableandfall throughouthefull rangeof four billion. TCP/IP datamustbe
encryptedso thatunencryptedor ntis-encryptedatawill not be confusedwith valid
commands.It is possiblethatan intrudermay causea TCP/IP connectionto reset
becauseof garbageinjectedintoaconnectionbyanintruderwitha sniffer.
DECISION: UseOS patchagainstpredictableTCP Initial Sequencenumbers.
DECISION: EncryptTCP/IP data.
5.9ReplayAttack
Replayingpacketsdoesn'tworkwithTCP becauseof thesequencenumbers,but
there'sno reasonfor it to fail withUDP-basedprotocols.The onlyprotectionagainstit
is to have a protocol that will reject the replayedpacket(for instance,by using
timestampsor embeddedsequencenumbersof somesort).The protocolmustalsodo
somesort of messageintegritycheckingto preventan intruderfrom updatingthe
interceptedpacket.
Methodswhich preventreplayattacksin authenticationareknown as strong
authenticationand can be divided into three classes: shared sequence,
challenge/responseandasymmetrickey.8
DECISION: UseOS patchagainstpredictableTCP InitialSequencenumbers.
DECISION: EncryptTCP/IP data.
5.10Application Layer Attacks
Application layer attacks can never be completely eliminated. New
vulnerabilitiesarealwaysbeingdiscoveredandpublicizedto theInternetcommunity.
The bestwayto reducetherisk is by practicinggoodsystemadntinistration.Applying
latestpatchesand analyzinglogs can reducedrisks. In addition,using Intrusion
DetectionSystems(IDSs) can aid in this effort.There are two complementaryIDS
technologies:
IDS <iPeratesby watchingall packetstraversinga particularcollisiondomain.
WhenIDS seesapacketor seriesof packetsthatmatcha knownor suspectattack,it can
flaganalarmand/orterntinatethesession.
IDS operatesby usingattacksignatures.Attacksignaturesaretheprofilefor a
particularattackor kind of attack.They specifycertainconditionsthatmustbe met
beforetrafficis deemedto beanattack.In thephysicalworld,IDS canbemostclosely
8 A. Cormack,"Web Securty", http://www.jisc.ac.uk/acnJauthentfcormack.html
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comparedto analarmsystemor securitycamera.IDS system'sgreatestlimitationis the
amountof false-positivealarmsa particularsystemgenerates.Tuning IDS to prevent
suchfalsealarmsis criticaltotheproperoperationof IDS in anetwork.
DECISION: UseIntrusionDetectionSystem.
5.11NetworkScanners
Network scancannotbe preventedentirely.If ICMP echo and echo-replyis
turnedoff onedgerouters,for example,pingsweepscanbestopped,butattheexpense
of networkdiagnosticdata.However,port scanscan easilybe run withoutfull ping
sweeps;theysimplytakelongerbecausetheyneedto scanIF addressesthatmightnot
be live. IDS atthenetworkandhostlevelscanusuallynotifyanadministratorwhena
networkscanningattackis underway.This allowstheadministratorto betterpreparefor
thecomingattackor to notifytheISP who is hostingthesystemthatis launchingthe
scanprobe.
DECISION: UseIntrusionDetectionSystem.
5.12DNS SecurityProblems
A DNS spoofingis not an easytask.It's not enoughfor an intruderto gain
accesstotheDNS server.
DECISION: UseIntrusionDetectionSystem.
5.13Trust Exploitation
Trust exploitation-basedattackscanbe minimizedthroughtightconstraintson
trustlevelswithin a network.Systemson the outsideof a firewall shouldneverbe
absolutelytrustedbysystemsontheinsideof afirewall.Suchtrustshouldbelimitedto
specificprotocolsandshouldbe authenticatedby somethingotherthanan IF address
wherepossible.
DECISION: Useprivacyandauthenticationmechanism.
5.14Port Redirection
Port-redirectioncanprimarilybelessenedthroughtheuseof propertrustmodels.
Assumingaj;ystemunderattack,host-basedIDS canhelpdetectandpreventanintruder
:¥
installingsuchutilitiesonahost.
DECISION: UseIntrusionDetectionSystem.
DECISION: Block unnecessaryports.
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5.15Unauthorized Access
It is verysimpleto decreaseunauthorizedaccessattacks.Theyinvolvereducing
or eliminatingtheabilityof anintrudertogainaccessto a systemusinganunauthorized
protocol.An examplewould bepreventingintrudersfrom havingaccessto thetelnet
porton a serverthatneedsto provideWebservicesto theoutside.If anintrudercannot
reachthatport,it is verydifficult to attackit. The primaryfunctionof a firewall,ina
networkis topreventsimpleunauthorizedaccessattacks.
DECISION: Useprivacyandauthenticationmechanism.
DECISION: Don'tmanageserversremotelywithoutSSH.
5.16Virus and Trojan Horse Applications
Thesekindsof applicationscanbecontainedthroughtheeffectiveuseof anti-
virussoftwareattheuserlevelandpotentiallyatthenetworklevel.Anti-virussoftware
can detectmostvirusesandmanyTrojan horseapplicationsand preventthemfrom
spreadingin thenetwork.Keepingup-to-datewiththelatestdevelopmentsin thesesorts
of attackscanalsoleadto a moreeffectivepostureagainstheseattacks.As newvirus
or Trojanapplicationsarereleased,enterprisesneedto keepup-to-datewith thelatest
anti-virussoftware,andapplicationversions.And clientsshouldn'topenanyfile unless
theyknow exactlywhereit camefrom, or you know exactlywhattheprogramthat
opensit cando.
DECISION: Useupdatedanti-virussoftware.
DECISION: It is necessarytocall attentiontotheuserstheserisks.
5.17RPC
The problemis thata numberof RPC (RemoteProcedureCall) servicesarevery
difficult to filter effectivelybecausethe associatedserverslisten at ports that are
assignedrandomlyatsystemstartup.
DECISION: Block all unnecessaryUDP POltS.
DECISION: If it isn'tnecessary,don'tuseRPC service.
5.18InsiderS:'.""'"
Insiderattacksthreatenfour sectors.Theseareoutsideof theinternalnetwork,
bastionhostswhereis settledin DMZ, internalserversandotherinsideusers.Building
DMZ andfirewallsin DMZ minimizetheinsiderattackswhichaimforeignserversand
bastionhostsin DMZ. But thesecountermeasuresdon't protectinternalserversand
otherworkstationsof insideusers.Puttingafirewallin frontof all internalworkstations
is not a practicalandeconomicalway to mitigateinternalattacks.Internalnetworks
have an advantagenot to dependon outside network. It is possible to build
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authenticatedandencryptedLAN infrastructurefor internalnetwork.Thus weaknessof
TCP/IPv4 may be mitigatedby using IPsec, etc. Proposingany authenticationand
encryptionmethodis beyondof thisthesis.
DECISION: AuthenticatedandencryptedLAN infrastructureshouldbebuilt.
The otherinsiderthreatis thatinsiderusermayconnecta dial-upmodemnear
his workstationand he may accesshis computerfrom outsideby public telephone
network.Modembackdoormaybeusedby intruder.Buildingfirewallscan'trecognize
thisweakestlink.
DECISION: It is necessarytoinformusersaboutnetworksecurityandsecurity
personnelhavetocheckthephysicalnetworkinfrastructureagainstmodembackdoor.
--_. -_ .. -
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Chapter6
ASSETS AND NEEDS OF ACADEMIC ENVIRONMENT NETWORK
All organizationshave their objects while they are accomplishingtheir
functions.Theseobjectsturntoassetsandneedswhenorganizationcannotsurvivetheir
rrussionwithouttheseobjects.Publishinginformation,researchingin Internet,high
availability,dataprivacy and servingadrrunistrativeand acaderrucinformationvia
databaseandapplicationsoftwarearetheassetsandneedsof anacaderrucenvironment.
In this chapter,assetsand needsare evaluatedand then a decisionis madeafter
evaluation.If theevaluatedassetis notverynecessaryfor acaderrucenvironmentand
threatagainsthisassetcannotbestopped,thendecisionwill benotto usethisasset.If
theevaluatedassetis verynecessary,thenthedecisionwill be to definethethreatsand
topreventheassetagainstattacksbyasecuritytool.
6.1ElectronicMail
The use of Internetemail to carry critical communicationsis growing
exponentially.Whileemailprovidesa low costmeansof communicatingwithacademic
environmentherearea numberof securityissuesrelatedto theuseof electronicmail.
Internetemailaddressesareeasilyspoofedandsniffed.StandardSMTP mail provides
no integritychecking.Also, anemailserverrequiresaccessto theoutsideworld;most
emailserversacceptinputfromanysource.Email serversaretargetof DoS.
DECISION: Email serviceis neededby acaderruciansandtheyneedto access
theirmailsystemremotelyin asecureway.
DECISION: Email serversaretargetof DoS.
6.2NetworkNewsTransfer Protocol(NNTP)
NNTP is usedto transfernewsacrosstheInternet.NNTP penetratesanywayto
theinternalnetwork.NNTP isn't like mail,anyonewantsto getandsendmail,so it's
notparticularlydifficult to secure.The biggestsecurityissuewith newsis whatto do
withprivatenewsgroups.
DECISION: Privatenewsgroupsandpublicnewsgroupsshouldbeseparated
eachother.Eachoneshouldhavetheirownservers.
6.3Real Tim.eConferencingServices
Talk, IRC, AOL, andICQ arereal timeconferencingservices.In additionto
them,thereareWeb basedservices.Webbasedserviceshavefewervulnerabilities.All
of themneedaclientsoftware.Realtimeconferencingservicesdon'tsupportsecurity.
DECISION: RealTimeConferencingServiceshavenosecurity.
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6.4World Wide Web (WWW)
The Internetgreatlysimplifiesthe task of providinginformationto students,
teachers,andcitizens.The Web is growingin popularityexponentiallybecauseof its
easeof useandthepowerfulabilitytoconcentrateinformationservices.If a Webserver
is availableto the Internetcommunity,it is especiallyimportantthat confidential
informationnotbeco-locatedonthesamehostasthatserver.Web serversaretargetof
DoS.
DECISION: Academiciansand otherpeoplewant to use WWW serviceand
academiciansalsowanttoupdatetheirwebpages.
DECISION: WWW serversaretargetof DoS.
6.5File Transfer (FTP, TFTP)
FIP andTFrP bothallowuserstoreceiveandsendelectronicfiles in apoint-to-
point manner.FIP requiresauthentication.TFIP is designedto be implementedin
ROM for bootingdisklesssystemsandTFIP doesn'trequireauthentication.For this
reason,TFIP shouldnotbepermitedasmuchaspossible.ImproperlyconfiguredFIP
serverscanallow intruderstocopy,replaceanddeletefiles atwill, anywhereon a host,
so it is veryimportanto configurethis servicecorrectly.FIP andTFIP serversare
targetof DoS.
DECISION: Academiciansand other peoplewant to use FIP serVIceand
academiciansalsowanttoupdatetheirfiles.
DECISION: FIP andTFIP serversis targetof DoS.
DECISION: TFIP servershouldn'topentothepublic.
6.6NFS
The Network File Service allows hosts to share common disks. NFS is
frequentlyusedby disklesshostswho dependon a disk serverfor all of theirstorage
needs.Today it isn't widely used in academicenvironments.NFS has no built-in
security.
DEC!SION: NFS serviceshouldn'topentothepublic.
..
6.7DomainNameServers
The InternetandlocalnetworkusetheDomainNameSystem(DNS) to perform
addressresolutionfor host and networknames.The Name-to-addressresolutionis
criticaltothesecureoperationof anynetwork.An intruderwhocansuccessfullycontrol
or impersonateaDNS servercanfe-routetraffictosubvertsecurityprotections.
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DECISION: DNS serversshouldbeplacedin a controlledarea.Theyshouldbe
openforpublicandlocalusers.
DECISION: DNS serversaretargetof DoS.
6.8Passwordand Key Servers
Password and key serversgenerallyprotect their vital informationwith
encryption algorithms.However, even a one-way encryptedpassword can be
determinedby a dictionaryattack.It is thereforenecessaryto ensurethattheseservers
arenotaccessiblebyhostswhichdonotplantousethemfor theservice,andeventhose
hostsshouldonlybeabletoaccesstheservice.
DECISION: Passwordand key serversshouldbe placedin a controlledarea.
Theyshouldbeopenfor remoteandlocaltrustedusers.
DECISION: Passwordandkeyserversaretargetof DoS.
6.9Routers
Routerscontrolaccessfrom everynetworkto everynetwork.They advertise
networksandfilter who usethem,andtheyarepotentiallyan intruder'sbestfriends.
Routersecurityis a criticalelementin anysecuritydeployment.By theirnature,routers
provideaccessand,therefore,theyshouldbe secureto reducethelikelihoodthatthey
aredirectlycompromised.
DECISION: Routersaretargetof IPspoofingandDoS.
DECISION: Routersshouldhaverobustsoftware.
6.10Firewalls andIntrusion DetectionSystems(IDS)
A firewalland IDS providesa numberof securityenhancements.It allowssites
to concentrateservicesthrougha specifichostto allow monitoring,hidingof internal
structure,etc. This funnelingof servicescreatesan attractivetargetfor a potential
intruder.
DECISION: FirewallsandIDS aretargetof DoS.
6.11Remote-access
"
Telnet,rlogin,X-windowcomnlandsprovideameansfor remotelyloggingin to
computersover networkconnections.Many personalcomputerscomeequippedwith
TCPIIP software that also provides telnet capability.Telnet usually requiresa
username/passwordpair be sentover thenetworkconnectionin theclear.This is a
majorsecurityweakness.
DECISION: RemoteaccessviaTelnetis necessaryin asecureway.
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5.12Information Transactions
Providinginformationis a majorelementof computing.Suchinformationmay
takea valietyof formssuchas dynamicdata,staticdata,historicinformation,graph,
etc.Thesedatamaybe storein a databaseandchangedby an applicationprogram.
Using theInterneto providetheseservicesis substantiallylessexpensiveandflexible.
Confidentiality,integrityandavailabilityof theinformationprovidedarekey security
concernsthatrequiresecUlitycontrolsandpolicy.
The biggestsecurityissuewith informationtransactionis whatto do internal
administrativeinformationtransactions.
DECISION: Privateinformationtransactionsandpublicinformationtransactions
shouldbeseparatedfromeachother.Theyshouldhavetheirownservers.
DECISION: Administrativeinformationis vulnerableso it shouldbeplacedin
privatenetworkNo onecanaccessthisinformationremotely.
DECISION: Lesssensitiveinformationmaybeplacedoutof internalnetwork.
6.13High Availability
As use of the Internetbecomesmorecritical to routineoperations,security
controlsprotectingInternetconnectionsoftenneedto supportrequirementsfor high
availabilityor non-stopoperations.Theserequirementsoftenhavea majorimpacton
securitypolicy,requiringdecisionsbetweenthecostof redundantconfigurationsversus
thecostof temporarilyoperatingwithoutsecuritycontrols.
DECISION: An appropriatebalanceis neededbetweenhigh aviabilityand
secUlitycontrol.
6.14Easeof Use
The userpopulationof manysystemsconnectedto thenetworkmayrangefrom
secretariesto academicstaff,fromstudentsto theirfamilies.A frequentrequirementis
oftenthatall applicationsareeasyto useby thetypicaluserpopulation.This is notan
easyrequiremento quantify,but from a securityperspectiveit can be often get
translatedas;"If secUlitycontrolsgetin thewayof peopledoingtheirjobs, a waywill
befiguredoUJtobypassthesecuritycontrols."
Two keyele~entsof easeof usearereducingthenumberof timesauserhasto
authenticatetothesystemanddesigningoninterfacefor securitycontrolstomatchthe
requirementsorpreferencesof theuserpopulation.1
DECISION: The combinationof approacheshowsthatanappropriatebalance
is neededbetweensecurityandeasyof usefor academicenvironment.
I D Safford,"HowtopickanInternetFirewall",TexasA&M University,USENIXSecurity
Symposium
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6.15Openness
Academic organizationsdon't normally restrictaccessinto or out of their
network.This reflectsthetraditionalopennessof theacademicenvironment.Academic
organizationsuchasuniversitiestypicallyhavethemosttroublesettingup a firewall.
This is dueto notionsof academicfreedom.Firewallsseemagainstacademicfreedom
andopenness,butall of thenetworksecurityattacksalsothreatenhighavailability,ease
usageandprivacyof computernetworkinfrastructurein academicorganizationsothat
firewalls supportavailabilityand robustnessof services.Firewalls don't against
informationpublishingand communicationamongthe people who would like to
communicate.
It is possibleto build a securesubnetor local areanetworkout of a setof
segmentsthat each has mutually trusting machines.However, from a practical
standpointall but the mostparanoidend usersfind this acceptable2.This is not a
countermeasureagainstinsiderthreats.Secondly,thisoptionreallyobstructsopenness.
DECISION: Systems,where studentrecords,financial information,etc are
processed,shouldbe isolatedfrom themaincampusnetworkby placingthembehind
firewalls.
Computerengineeringcommunityusually wantsto experimentwith a wide
varietyof featuresof thenetwork,andwill tendtocauseabnormaltrafficin network.
DECISION: Networklaboratoryof computerengineeringdepartmentshouldbe
placedbehindanextrafirewall,andthis firewallshouldhavetrafficratelimitingutility
whichcontrolstheamountof packetraffic.
Additionally, academicorganizationsoften have independentdepartmental
budgetsandsemi-autonomoususeof thecampusnetwork,whichmakesit difficult to
enforcea commonsecurityapproach.If one departmentin the universityinstallsa
securitysystemthatinterfereswith theothers,theycanandwill simplypurchasenew
networklinks to bypassit. One approachthatseemsto be for academiais to isolate
criticalcomputingsystemsbehindinternalfirewalls.
DECISION: Network securityof academicorganizationsshouldbe managed
fromjustoneauthority.
..
2 D. Atkins,P. Buis, "InternetSecurityProfessionalReference",New Riders
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Chapter7
CASE STUDY: FIREWALL DESIGN FOR IYTE
In this chapter,an academicfirewall is describedfor IYTE. This firewall is
designedby consideringIYTE needs,environment,infrastructure,andthreatsagainst
IYTE. AttacksagainstIYTE or otheracademicenvironmentaren'tanalyzedfor all
knownmethodsof attackareconsideredasathreatandthisconsiderationis imlemented
in design.This firewallshouldbetestedtofindoutits weaknessbeforeimplementation.
Structureof theotheracademicenvironmentsmaybe differentso thattheirfirewall
designshouldbedifferent.
7.1.DesignPrinciples
7.1.1Leastprivilege
The principleof leastprivilegeis to havetheminimumprivilegesnecessaryto
performassignedtaskandno more.Firewallcomponentshouldbeconfiguredso they
requireas littleprivilegeaspossible.Theseare "blockingall packetsnot specifically
allowedbyoneof theprecedingrules", "buildingbastionhosts"and"disallowingusers
toaccessunnecessaryservices".
7.1.2Defensein depth
The principleof defensein depthis to increasenumberof thewallsaccordingto
theincreaseof thesecurity.Internalhostsareprotectedfrom theoutsideworld by the
exteriorandinteriorfirewalls.WebandFTP serversareprotectedexteriorfirewall.
7.1.3One Gate
The principle of one gate utilizes applying securitypolicy and control.
EverythingbetweeninternalclientsandtheInternetcomesthroughtheperimeternet.
7.1.4Weakestlink
The powerof thesecuritydependsonweakestlink. Allowing RPC andallowing
anyserviceto accessinternalnetworkcreatesweaklinks.To allowRPC turnsfirewall
tobenonoperational.
7.1.5Information Sharing
IYTE is an academicenvironmentso thatIYTE shouldpublishin Internetas
muchas it can do. Informationsharingdependson clientbehaviors,but thatrequire
someusereducationaboutthegoalsof andtheneedfor thesecuritymeasureswhichare
adopted.Fire~allrulesshouldallowinformationsharing.
7.1.6SimpliciJy
..
Simplicityis importantsecuritystrategy.This particularfirewall configuration
providessimplicityby separatingcomponentso thateachcomponentis assimpleand
comprehensibleaspossible.Blockingspecificports,ratherthanblockingall portsby
defaultandthenallowingspecificports,is adangeroustrategy.It'shardtodevelopand
maintainacompletelistof portsthatneedtobeblockedatinternalnetwork.It wouldbe
betterto blockeverythingby defaultandthenallowonlyspecificports.This increases
simplicity.
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7.2CountermeasuresandAssetsDecisionTable
In countermeasuresagainstthreatsand assetschapterof thesis,eachitemis
endedwith a decision.Thesedecitionsprovidea pathto build firewall rules as
shown in Table 7.1. Some decisionsrequiredifferentsecuritytool otherthan
firewalls.Neededsecuritytool,palaceof firewall andappliedfirewall rule name,
and areshownin this table.If counter-measureneedsanothersecuritytoolexcept
firewalls,securitytoolis justwritenin "SecurtyTool" columnof Table7.1. So that
thereis no firewallrulefor theseitems.It is shownin Table7.2andTable7.3how
rulegroupsof firewallareimplemented.High AviabityandEasyof Use decisions
aresupportedby all internalandexternalfirewallrules,sothat"All Rules"is writen
in rulegroupof firewallcolumninTable7.1.
Table 7.1CountenneasuresandAssetsDecisionTable
Decisison
SecurityTool
Placeof
Rule Group
Firewall
of Firewall
CountermeasuresAgainstThreats
Port Scanning1.
Block unassignedporttraffics. Firewall
IntJExt
DefaultFirewall
PacketSniffers 1.
Usestrongauth nticationmechanism. Authentication-
-
2.
witch di fr structureif possible. Physicalsec-
3
cryptographicallysecure nel. Privacy-
IP Spoofing If thesourceaddressof theincomingpacketis
IntJExt1. anaddreswh chisbe ongtot eint rnalFirewall
Spoofing
address,blockthisdatagram. 2.
AdviceISP touseRFC 2827ftlteringExt FirewallSpo fing
UseNetworkAddressTranslation(NAT) and 3.
NAT r servedIP ddressesfor internal Int OS-
network..
4.
Don'tletIP addresseswhichis reservedfor
FirewallNAT gooutandin.
Firewall
5.
au hen atio .
TCP SYN Flo d ,Checksoufceaddressfor goingoutpackets
'"
1. sour addr ss sandb ckpack t whichdon't
belongtointernaln twork. 2.
SYN flo r sist ntfirewall. JExtFirewall
Ping fDeath
UseOS patchwhichis strongtothepingof Bas ioniFir wall-death. OS
IntlExtFirewall
IntJExt
l
2. l f agm t a k s. Firewall
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Table 7.1CountenneasuresandAssetsDecisionTable(cont.)
Decisison
SecurityTool
Placeof
Rule Group
Firewall
of Firewall
Smmf Attack 1.
Block IP-broadcast ackets. Firewall
IntlExt
DefaultFirewall
2.
Disableechoservices nthehostandfIlterthem
Firewallatthefirewallor Internetgateway.
Firewall
Email BombingandSpamming 1.
UseIntruderD tectionSystem. IDS-
-
PasswordAttacks
UseOneTime Passwordand/orcryptographic
Authentication
-authentication.
Man-in-the-MiddleAttacks
cryptographicession. Privacy-
Hijacking
end -endintegrityprotection Authentication
PredictingTCP Initial sequencenumbers
aspatchagainstp edictableTCP Initial
Firewall s
--
Sequencenumbers.
2.
EncryptTCPIlP d .
ReplayAttack
Sequencenumbers. i
Appli ationLayer AttacksNetworkScannersDNS SecurityProblems
i
T ust Exploit ti n
p ivacya a thenticationmechanism.
Privacy,
-Authentication
Port Redirection
,UseIntrugerDetectionSystem.
i ll1. Firewall,. UnauthorizedAcc ss
s.-Authentication
2.
D n'tm nag serv srem lywithoutSSH.Admin ducation-
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Table 7.1CountermeasuresandAssetsDecisionTable(cont.)
Decisison
SecurityTool
Placeof
Rule Group
Firewall
of Firewall
Virus and Trojan HorseApplications 1.
Useupdatedanti-virussoftwar .
Antivirus
-
-
Software
2.
It is necessa ytocall attentiontotheuserstheseUsereducation-
RPC
Block allunnecessaryUDP p ts. Firewall
IntfExt
DefaultFirewall
2.
f it isn'tn c ssary,don'tuseRPC service. Administr
Insiders
AuthenticatedandencryptedLAN
Physicalsecurity
-infrastructureshouldbebuilt.
It is necessarytoinformusersaboutnetwork
2.
sec rity nds uritypersonnelhav och ck
thephysicalnetworkinfrastructure.
AssetsandNeeds fAcademicEnviro mentNetwork
ElectronicMailEmailserviceis neededby academiciansand
IntfExt
Mail POP1. they ed o c theirmailsys emremo elyFirewall,PrivacyFirewall,
Privacy
server
IIIasecureway.
.
Email s rversa t g D S. IDS-
Network NewsTransfer Protocol (NNTP) Privatenewsgroupsan publicnewsgroups
NNTP1. ldb ap e choth .E ch n
Ext Firew ll
Servershouldhavetheirownservers.
Real Time Co ferencingServices
RealTimeConf r ingServiceshaveno
-
-
security.
World Wide W b (WWW)Academicia a dotherp oplewanttouse
HT.
WWW s rvic andacad miciansalsowan to
updatet1i~ir ebpages.
2.
ei ge f DoS.
File Transf r (F':'P, TFTP) i1.
FTP s rvic ndac emicianslsowanttFTP Serv r
updatetheirfiles. .
a dTFTP e ver ret rge f DoS.
TFTP servershouldn'topentothepublic.
J
3. Firewall
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Table 7.1CountermeasuresandAssetsDecisionTable(cont.)
Decisison
SecurityTool
Placeof
Rule Group
Firewall
of Firewall
NFS 1.
NFS servic shouldn'topentothepublic. Firewall
Int/Ext
DefaultFirewall
DomainNameServers 1.
DN serversaret rgetof Do . IDS-
-
PasswordandKey servers
PasswordandKey servershouldbeplacedin a
IntlExt
Kerberos
1.
controlledare .Theysh uldbeopenforremoteFirewall
Authenticati
andlocaltrust dusers.
onServer
2.
Passwo ndK y serversare argeof DoS.
Routers
R utersar targetof IPspoofingandDoS
2.
o t rsshouldhaverobustsoftware. RouterOS-
Firewalls andIntru ion DetectionSystems
Firewall andIDS a etarget f DoS. -
-
Remoteaccess
RemoteaccessviaTelnetis necessaryin a
Firewall
l
SSH Serversecureway.
Firewall
InformationTransactions
Privateinformationtransactionsandpublic
1.
informatio r nsacti nssh uldb sepa atedAdministration-
eachother.Theyshouldhavetheirownservers.
Admini trativeinformatio i vulnerablesoit
2. sh uldb p acedin ri ate etw rkN necan
Defau t
accessthisi i remotely.
3.
L sssensitiv i formationmayplacedoutof
Administrationinternalnetwork.
High Availability
1.
An appropriateb lanceis neededbetweenhigh
All Rulesavailabilitiandsecuritycontrol.
Firewall
:... Easeof Use
Thecombination f approach sshowsthatan
l1 app opri tb lanceis neededb tw ensecurity
All Ru e
andeasyofusefor academicnvironment.
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Table 7.1CountermeasuresandAssetsDecisionTable (cont)
Decisison
SecurityTool
Placeof
Rule Group
Firewall
of Firewall
Openness
Systemswherestudentrecords,financiall.
informationetc.arepr cessedshouldbe
Firewall
Int FirewallD fa t
isolatedfromthemaincampusnetworksby
placingthembehindfu walls.Networklaboratoryof computerengineeringdepartmenthouldbeplacedbehindanextra
Network
Traffic R te
2.
firewall,andthisfirewallshouldhavetraffic FirewallLab. Firewall
Limiting
ratelimitingutilitywhichcontrolstheamount
Utilty
of packet raffic.
3.
Networksecurityof academicorganizations
Administration
--
shouldbemanagedfromjustoneauthority.
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7.3Constitutionof The Firewall Rules
The cunentnetworkstructureof IYTE whichis cunentlyworkingis illustrated
In Figure 7.1. This structuredoesn'tcomprimiseany firewall so assetsof IYTE
networkmaysufferallnetworkthreats.
The servicesthatusersof IYTE aregoingto accessthroughthesefirewallsare
HTTP, terminalaccess,file transfer,electronicmail,Real Audio, Gopher,Wais, IRC,
ICQ, AuthenticationServeraccess,news,DNS. All of theseservicesare external
serviceswhichareothersitessupport.If IYTE supportstheseservices,usersof IYTE
cannaturallyaccesstheseservices.
The hybrid and screenedsubnetarchitecture,describedin Fundamentalsof
Firewalls chapteris used.Becausethis architectureprovidesbettersecuritythanthe
otherarchitectures.IYTE interiorfirewallrulesblockall accessto theinternalnetwork.
Servesas IYTE's mainpointof contactwith theoutsideworld areplacedbehindthe
exteriorfirewallin De-MilitarizedZone(perimeternetwork).Exteriorfirewallprotects
servers.Eachserverrunsaspecificservice.Thus,potentialrisk is dividedin parts.RFC
2196advicethat"If possible,eachserviceshouldberunningon a differentmachine
whoseonlydutyis toprovideaspecificservice.This helpsto isolateintrudersandlimit
potentialharm.I". For serversrun just their services,it is possibleto configurethe
serversasbastionhostservers.Eachbastionhostfulfills a specificrole,all unnecessary
services,protocols,programs,andnetworkportsaredisabledor removed.If bastion
hostsareplacedbehindtheinteriorfirewall a securitybreachon thebastionhostwill
immediatelyaffectinternalnetwork.It is possibleto useexternalrouterasanexternal
firewallif routerhasfirewallsoftware.But externalrouterof IYTE cannotbeusedasan
externalfirewall for dial-upserverof IYTE can'tbeplacedin perimeternetwork.This
causesmodembackdoorforhostswhichis settledin perimeternetwork.
Two kindof firewalldesignedfor IYTE asdepictedIn Figure7.2andFigure7.3
Both of them haveDe-MilitarizedZone (DMZ). Figure 7.3 configurationlet each
faculty able to build their own public server.Although this alternativeprovides
flexibility, it hindrancesto build securecampusnetwork.Each facultyjust assembles
securelocalnetworkfor own faculty.This securitycan'tbeexpandedfor information
belongingtosecurezonehavetopassthroughDMZ. Figure7.2alternativeis preferable
for it is possibleto setup a secureserveranywherein campus.Figure7.4depictsthis
alternatived9~criptively.Each facultyandeachusercan publishtheirpublic datain
WWW andFIP serverwhereare settledin DMZ. So thatpacketfilteringrules is'"
generatedfor thisalternative.
IYTE userscannotaccesstheirinternaldatawhicharekeptin theiroffices,etc.
fromoutsidevia Internetor dial-upserver.If IYTE usersputtheirprivatedatain secure
www andFTP serversettledperimeternetwork,theycanaccesstheirprivatedatafrom
anywhere.Beforeusersaccesstheirprivatedatain perimeternetwork,usersmustbe
1 B. Fraser,"SiteSecurityHandbook",RFC 2196
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authenticatedbyauthenticationserversettledperimeternetwork.Thusmobileusersof
IYTE academicenvironmentcanaccesstheirprivatedataanywhere.
In internalnetwork,thereis no realIF address.Machineshaveprivate
addresses.Theseaddressesreservedfor internalusagebyIETF. Usingtheseaddresses
getextrasecurity.Becauseprivateaddresseshavenoglobalmeaning,routing
informationaboutprivatenetworks hallnotbepropagatedoninter-enterpriselinks,
andpacketswithprivatesourceordestinationaddresseshouldnotbeforwardedacross
suchlinks.Routersin networksnotusingprivateaddresspace,especiallythoseof
Internetserviceproviders,areexpectedtobeconfiguredtoreject(filterout)routing
informationaboutprivatenetworks.If sucharouterreceivessuchinformationthe
rejectionshallnotbetreatedasaroutingprotocolerror?
7.4Componentsof IYTE Firewall
7.4.1HTTP Server
IYTE firewallprovidestwokindsof HTIP service.IT allowsinternalusersto
accessotherpeople'swebsites,anduserswanttoputupIYTE website.Firewallcould
simplyallowinternalhoststocreateconnectionstoport80,port443.Thatwill allow
accesstoalmostanyHTIP orHTIPS serverandwill alsobeusefulfor supporting
FTP. If acachingproxyserveris used,HTIP performanceis significantlyimprovedfor
internalHTIP clients.Clientsobtainpagesfromthecacheovertheinternalnetwork,
ratherthanfromtheoriginalserveroverInternetconnection,whichis probablymuch
slowersothatinteriorfirewallrulesforceinteriorclientstoaccessoutsidewebpages
viaHTIP server.HTIPS connectionscan'tbecachedbecausetheencryptionmeans
thatpagesaredifferenteverytimethey'reaccessed,butacachingproxyserverwon't
interferewithHTIPS service;it will simplyactlike anormalproxy.And it is possible
toseparatecachingHTIP serverandpublishingHTIP server.All clientspublishtheir
informationonpublicHTIP serveraftertheyauthenticated.SecureHTIP server
providessecureaccesstotheclients.Eachclientaccessesthisserverfrominternal
networkorInternet.
7.4.2Mail Server
Therearemanyoptionsfor mail in anyconfiguration.POP mail moretrusted
andmanagea9lethanSMTP. So thatusingPOP mailis moreconvenienthanSMTP. It
hasalsoSSL 'optionfor securemail.Clientscando all externalmailconnectionsto go
toasinglemathinewithabastionmailserver.
7.4.3Telnet
OutgoingTelnet is providedthroughfirewall.This is not harmfulfor internal
network. Incoming Telnet is considerablymore difficult to provide safely and
conveniently.If it werenecessary,incomingTelnetcould be providedon thebastion
2 Y. Rekhter,"AddressAllocationfor PrivateInternets",RFC 1918,p. 4
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hostusingextraauthentication.It is reasonableto disallowincomingTelnetaltogether,
replacingit withSSH.
7.4.4SSH Server
AlthoughincomingTelnetis unsafe,it'susefulto beableto allowsomeformof
remoteaccess.The safestwayto doso is to allowbastionSSH server.The SSH server
should be safely configured.On the other hand, it requireshaving user accounts
configuredon thebastionhost.If onlya few usersneedto useSSH, it maybethebest
waynottoprovidetheservice.FirewallalsoallowsoutgoingSSH.
7.4.5FTP
FrP doesn'tlenditselfto a purepacketfilteringsolution.Becausenormal-mode
FrP requiresan incomingconnectionto anarbitraryportover 1023,tryingto allow it
withoutdoinganythingelsegivesintrudersaccessto all kinds of servicesrunningon
internalsystems.So thatsupportingonlypassivemodeviapacketfilteringbringsmore
security.Disallowingdoesn'teffectsclientsbecausesomepopularFrP clients-theones
builtin toWebbrowserslike NetscapeNavigatoror InternetExplorerusepassivemode
withoutbeingmodified.BastionFrP serverandinternalclientscancommunicatenon-
passivemode.BecausefirewallcancontrolFrP packetscomingfrombastionFrP by
checkingIP address.All clientspublishtheir informationon FrP serverafterthey
authenticated.SecureFrP serverprovidessecureaccessto the clients.Each client
accessesthisserverfrominternalnetworkorInternet.
7.4.6NNTP Server
Buildinganewsserveron thebastionhostis safe.Newsserversfail withdreary
regularity;whiletheproblemsusuallyaren'tsecurity-related.
7.4.7AuthenticationServer(Kerberos)
SecureHTIP-FrP serverandmail serverneedto be authenticatedwhensome
IYTE clientwantto accesshisorherinformation.This is checkedby anyauthentication
server.In this thesisKerberosAuthenticationServeris chosenfor it is widelyusedin
academicenvironment.All clients will be authenticatedby authenticationserver
whenevertheywanttoaccessinternallyorexternally.
-
7.4.8DNS Server
DNS is bestprovidedacrossafirewallwitha pairof servers:oneonthebastion
host,theotheron an internalhost.DNS presentsa situationin whichthenumberof
rationalsolutionsis clearlylimited.It is neededto decidewhetherto use separate
internalandexternalserversto do informationhiding,or whethertheexternalworld
shouldbeallowedto seeall of thehostdata.Thereis noneedtohideDNS information.
For IYTE, theDNS serveron thebastionhostis secondaryserverfor IYTE domain,
andthattheprimaryserveris onaninternalhost.
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7.4.9PacketFiltering Rules
Basedon theconfigurationdecisionstable,packet-filteringrulesarederivated.
The derivatedrulesareshownTable 7.2.andTable 7.3.Packetfilteringsystemcan
distinguishbetweenincomingandoutgoingpacketsandit canfilter onsourceaddress,
destinationaddress,packettype(TCP orUDP), sourceport,destinationportandsetting
of ACT bit (for onlyTCP). Additionallypacketfilter hascapabilityto applyrulesin
theorderlisted.
7.4.10Interior Firewall
The purposeof theinteriorfirewall is to protecttheinternalnetworkfrom the
Internetandfrombastionhost.The interiorfirewallis a hybridfirewall.The rulesand
descriptionsof interiorfirewall areshownin Table 7.2.The rulesarederivatedfrom
countermeasuresandassetsdecisiontable.
7.4.11Exterior Firewall
The purposeof the exteriorfirewall is to protectthe perimeternet and the
internalnetagainstheoutsideworld.Thedifferencesbetweentherulesfor theinterior
firewallandtheexteriorfirewallallhavetodowiththebastionhost.That'sbecausethe
bastionhostsitsoutsideof theinteriorfirewall.The rulesanddescriptionsof exterior
firewall areshownin Table 7-3. The rules arederivatedfrom countermeasuresand
assetsdecisiontable.
7.4.12Firewall of ComputerNetworkLaboratory
NetworkLaboratoryis a trial environmentandanyaccidentalincidentmaybe
occurred.So thatnetworklaboratoryshouldbe separatedfrom Internetby a firewall.
This environmentneedsanyserviceof Internet.In this respect,packetfilteringrules
cannotbeusedin thisfirewall.But trafficratelimitingprecautionshouldbetakenfor
mitigatingtherisk of accidentalincidents.This typeof filteringlimits theamountof
nonessentialtrafficthatcrossesnetworksegmentsto acertainrate.A commonexample
is to limit theamountof ICMP trafficallowedintoanetworkbecauseit is usedonlyfor
diagnosticpurposes.ICMP-basedDoS attacksarecommon.
7.5Needof AuthenticationandPrivacy
,
Threats and countermeasureschapterof thesis expose that "privacy and
authenticatioiY-arethemajorproblemof TCP/IPv4,,3. Suggestinganyauthenticationand
privacymechanismis beyondof this thesis.Therearemanyprivacytool alternatives
(such as SIMIME, POP, SSL, HTTPS, PKl, Ipsec) and the authenticationtools
alternatives(suchasS/Key, KerberosandSecurID,PKl, IPsec).IPsecis moreadvanced
thantheothers.IPsecwasdevelopedasIP levelprivacymechanismsothereis noneed
to changeapplications.IPsec is designedto provide interoperable,high quality,
cryptographicallybasedsecurityfor IPv4 andIPv6. The setof securityservicesoffered
3 M. Goncalves,"FirewallsComplete",McGraw-Hili Companies
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includesaccesscontrol,connectionlessinteglity,dataorigin authentication,protection
againstreplays(a form of partialsequenceintegrity),confidentiality(encryption),and
limitedtrafficflow confidentiality.TheseservicesareprovidedattheIF layer,offering
protectionfor IF and/orupperlayerprotocols.4Encryptionis notnecessaryfor internal
packettransfer.The infrastructureof IYTE campusnetwork has switch ethernet
hardwaresoit is resistsniffing.
7.6Needof Intruder DetectionSystem
Threatsand countermeasureschapterof thesisexposethe needof Intruder
DetectionSystem(IDS). A firewall is simplya fencearoundtheprivatenetwork.So
thatfirewallhasnocapabilityof detectingintrudertryingto breakin, nordoesfirewall
knowif intrudercomingthroughthefirewallis allowedin. It simplyrestrictsaccessto
the designatedpoints.IDS monitorspacketson the networkwire and attemptsto
discoverif an intruderattemptingto breakinto a system,so thatintrusiondetection
systemis necessaryif therearealreadya firewall.IYTE campusnetworkneedstwoIDS
asshownin Figure7.4.Oneof themis usedfor detectinginternalattempts,theotherfor
externalattempts.
7.7Needof TestingFirewall
Testingallows the actualsecuritylevel of firewall to be comparedwith that
desired.sIf it isn'tdonebywhobuildfirewall,it will bedoneanyintruderanyway.First
firewall is checkedfor well-knownsecurityholes.Therearepenetrationtesttoolslike
SATAN, Tiger, COPS andetc.whichhavecapableto testthefirewall.After testing,
firewallshouldbereconfiguredaccordingtoitsrecognizedweakness.
4 S. Kent,R. Atkinson,SecurityArchitecturefor theInternetProtocol, RFC 2401,November1998,p4
5 S. Boran,"IT SecurityCookbook", http://secinf.net/info/misc/boranlFirewallsSecuring
externalNetworkconnections.htm
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Chapter8
CONCLUSION
The only way to truly securethe computeris to isolateit from non-secured
networks. Academic organizationsincreasinglyneed that Internet connectionis
becominga vital requirement.ConnectingInternetand being exposedto network
attacksarenaturalresultfor anacademicorganization.Networkattackscanbeasvaried
asthesystemsthattheyattempto penetrate.Somelimitationsof theTCPfIP protocol
areevaluatedby thetypesof attacks.WhentheInternetwas formed,it linkedvarious
governmententitiesand universitiesto one anotherwith the expresspurposeof
facilitatinglearningandresearch.The originalarchitectureof theTCPfIP neverhas
beendesignedto aim security.For this reason,most TCP/IP implementationsare
inherentlyinsecure.
So needof informationand securitycausesan appropriatebalancebetween
securityand availabilityin an academicenvironment.Firewalls, IntrusionDetection
Systems,Privacy and AuthenticationSystemsarenon-abondanabletools to build a
secureenvironment.Year by year,newthreatsandnewcountermeasureswill conflict
eachother.
Firewalls,especiallyscreenedsubnethybridarchitecturerelativelygetsgood
securityby controllingthe packettraffic.The most importantthing to building a
firewallis toputtherules.Rulesrepresentthesecuritylevel.Any wrongrulemayopen
a big leak in security.For thatreason,constructinga securezoneas shownin case
study,is the bestpracticalmethod.Thus informationcan be transactedin internal
networkwith lessworry.Screenedsubnetfirewall architecturealsopermitsperimeter
network.Perimeternetworkin otherwordDMZ is a meetingpoint for externaland
internalnetwork.The main potentialdisadvantagesof designedfirewall are clients
cannotaccesstheirdesktopsfromInternet,butthisneedis suppliedby a securewww-
FTP server.Only oneDMZ maybesufficienttoday.In thefuture,it maybenecessary
to build DMZ for eachfaculty.But multi DMZ would enhancethe management
complexity.It wouldberelativelyeasyto constructa moresecureconfigurationwith
the samebasic architecturewould be a more complexand fragile configuration.
Designedfirewall doesn'tprohibitto accessexternalresources.But incomingpackets
are droppedunlesstheycan be directlylinked to a requestoriginatinginside the
firewall.Usageof expendablehostsandconsciousselectionandphysicalseparationof
publicdataandprivatedatais themostcriticalfactortosuccesssecurity.
As a '~onsequence,thedesignedfirewall is largelytransparentto trustedusers
andtherefor6retainsthesenseof "openness"criticalin anacademicenvironment.This
transparencyandperceivedopennessactuallyincreasesecuritybyeliminatingthedesire
for userstobypasssecUlitymechanisms.
Although the threats chapter of thesis proves needs of privacy and
authentication,PrivacyandAuthenticationmechanismsaren'tscopeof thisthesis.Thus
this thesis may lead to analyzingand implementingprivacy and authentication
mechanismsin anacademicenvironmentasafuturework.
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SUMMARY
ComputerNetworksin academicenvironmentscouldhavemanysecurity
problemsif thereweren'tenoughprecaution.Thesourceof theseproblemsis generally
vulnerabilityof TCPIIP protocolandInternet.Vulnerabilitiescausethreats.These
threatscanbesummatlzedasportscanning,packetsniffers,IP spoofing,denialof
service,passwordattacks,manin themiddleattacks,hijacking,replayattack,
applicationlayerattacks,networkreconnaissance,trustexploitation,unauthorized
access,virusesandTrojanhorseapplications.
Thesethreatsendangertheassetsof academicnetwork.Theseassetsareinternal
workstations,localdata,survivabilityof services,Internetserverssuchaswww,FTP,
mail,anddns.And academicnetworkshavedifferentsecurityneedsbecauseof
differentcharacteristicpropertiesfromotherenvironmentsuchasbankingormilitary.
Most importantpropeliyof anacademicenvironmentis openness.Opennessand
securityconflicteachother.Firewallsbalancethisconfliction.
Firewallsarea kind of securitytool to beusedfor preventingtheassetsin the
network.There are manykind of firewallssuch as packetfilters, dual-homedhost,
proxysystems,screenedhost,screenedsubnet.In casestudy,a screenedsubnetfirewall
is usedfor IYTE. All firewallsneedsto know whattheydo. Designbasisof Firewall
canbesummarizedasfollows:
a. Determinethethreats
b. Determinetheassetsandsystemneeds
c. Constitutethefirewallrulesaccordingtothreatsandsystemneeds.
The firewallrulesof academicenvironmentblockexternalaccessto theprivate
network,allow privatenetworkclientsto accessexternaland internalresources.All
Internetuserscan accesspublic informationof academicenvironment.Clients of
academicenvironmentcan accesstheir own private informationby Internet.The
designedfirewallrelativelylessensthepotentialharmof networkthreats.
..
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6ZET
Gereklionlemleralmmazise,akademikortamlardakibilgisayaraglanmnbin;:ok
giivenlik problemi bulunabilir. Bu problemlerinyogu TCP/IP protokoliiniin ve
Internet'inzayIfhklanndankaynaklanmaktadlr.Zay1fllklartehditleresebepolur. Bu
tehditler,port taraYlcl,paketsniffers,IP spoofing,hizmet dl~lblrakma,password
saldmlan,ortadakiadamsaldmlan,hijacking,tekrarlanansaldm,uygulamakatmam
saldmlan,agke~figiivenistisman,yetkisizeri~im,viriislerve TruvaatIuygulamalan
olarakozetlenebilir.
Bu tehditler,akademikagdakidegerlinesneleritehlikeyesokar.Bu degerler,
yerel i~ istasyonlan,yerel data, hizmetlerin devamhhgl, Internet sunuculandlr
(www,FTP,dnsgibi). Akademikaglar,askeriyadabankaclhkgibi ortamlardanfarkh
azellikleresahipoldugundan,farkh giivenlikihtiyaylanvardlr.Akademikortammen
anemli azelligi aYlkhktIr. Aylkhk ve giivenlik birbiriyle yatI~lr.Firewall'lar bu
yatI~maYldengeler.
Firewall'lar agdakidegerlerikorumakiyin kullamlanbir giivenlik aracldlr.
Packetfilter,dual-homedgateway,proxysystem,bostionhostgibi biryokye~itfirewall
vardlr.Biitiin firewall'larneyapacaklanmbilmeyeihtiyayduyarlar.FirewalI'untasanm
esaslansayleozetlenebilir:
a. Tehditleritespitetme
b. Sistemihtiyaylanmvedegerlerinitespitetme
c. Sistemihtiyaylannavetehditleregorefirewallkurallanmolu~turma
Akademikortammfirewallkurallanazelagadl~andaneri~imiengeller,azelag
kullamcllannadl~ve iy kaynaklaraeri~mesineizin verir. BiitUnInternetkullamcllan
akademikortammakademikortammherkeseaylk bilgilerine eri~ebilir.Akademik
ortammkullamcllan kendi azel bilgilerine Internetile eri~ebilirler.Ikinci olarak
TasarlananfirewallagdankaynaklanantehditlerinolaslzararlanmnispetenazaltIr.
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